CSC 102 « HOw THE INTERNET WORKS
ASSIGNMENT 2

Part One: HTTP (40 %)

Use telnet to connect cs.smith.edu and get the first page by using HTTP protocol. Return
the screen shot or the dump of screen as a submission.

Part Two: IP Packet Analysis (60%)

Wireshark is a software for collecting all the packages in your network.

Download and install wireshark software (from wireshark.org).

Select your default connection interface (wifi, or cable or however you have
connected to the Internet).

Just as a sample, in my case I have connection to Wi-Fi and I click on the interface

Start capturing the packages by using the leftmost blue button.
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You are running Wireshark 2.2.0 (v2.2.0-0-g5368c50 from master-2.2)

Peady 10 load or capture o Packets. Profie. Osteur.

Open your web browser and connect to www.sadievrenseker.com while wireshark
captures the packets on background.
Find the GET / HTTP 1.1 message (on the info column) related to the web page.

£ Capturing from Wi-Fi: en0
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No. Time Source Destination Protocol _ Length Info
12 3.747892 50.62.234.1 131.229.196.76 Tcp 66 80-52013 [ACK] Seq=1 Ack=417 Win=15616
13 4.762255 50.62.234.1 131.229.196.76 HTTP 306 HTTP/1.1 301 Moved Permanently
14 4.762328 131.229.1%.76 50.62.234.1 Tcp 66 52013-80 [ACK] Seq=417 Ack=241 Win=1316
15 4.769750 131.229.196.76 50.62.234.1 Tcp 78 52015+80 [SYN] Seq=0 Win=65535 Len=0 MS
16 4.837091 50.62.234.1 131.229.196.76 Tcp 74 8052015 [SYN, ACK] Seq=0 Ack=1 Win=144
17 4.837149 131.229.1%.76 50.62.234.1 Tcp 66 52015-80 [ACK] Seq=1 Ack=1 Win=131904 L
18 4.838127 131.229.19%.76 50.62.234.1 HTTP 478 GET / HTTP/1.1
19 4.896572 131.229.1%.76 131.229.64.2 NS 90 Standard query 0xe97d A api.smoot-apple
20 4.901099 131.229.64.2 131.229.196.76 NS 490 Standard query response xe97d A api.sn

» Frame 18: 478 bytes on wire (3824 bits), 478 bytes captured (3824 bits) on interface 0

» Ethernet II, Src: Apple_d7:c4:ca (3c:15:c2:d7:c4:ca), Dst: JuniperN_48:ae:01 (ac:4b:c8:48:ae:01)
» Internet Protocol Version 4, Src: 131.229.196.76, Dst: 50.62.234.1

» Transmission Control Protocol, Src Port: 52015, Dst Port: 89, Seq: 1, Ack: 1, Len: 412

» Hypertext Transfer Protocol

ac 4b c8 48 ae 01 3c 15 2 d7 c4 ca @8 00 45 00  .K.H..<. ......E.
01 d0 Se 76 40 00 40 06 76 40 83 e5 c4 4c 32 3e  .."v@.@. 2:
ea 81 cb 2f 00 50 79 3e 62 €6 3b Oc f2 63 80 18 .../.Py>

10 1a 59 dc 00 00 01 01 ©8 8a 33 d4 d8 40 bb fb ..Y..... ..3..@..
f1 c5 47 45 54 20 2 20 48 54 54 50 2f 31 2e 31 ..GET / HTTP/1.1
od 8a 48 6f 73 74 3a 20 73 61 64 69 65 76 72 65 ..Host: sadievre
6e 73 65 6b 65 72 2e 63 6f 6d 0d 0a 41 63 63 65 nseker.c om..Acce
70 74 3a 20 74 65 78 74 2f 68 74 6d 6c 2c 61 70 pt: text /html,ap
70 6¢ 69 63 61 74 69 6f 6e 2f 78 68 74 6d 6¢c 2b plicatio n/xhtml+
78 6d 6c 2c 61 70 70 6c 69 63 61 74 69 6f 6e 2f  xml,appl ication/
78 6d 6c 3b 71 3d 30 2e 39 2c 2a 2f 2a 3b 71 3d  xml;q=0. 9,%/*;q=
30 2e 38 0d 0a 43 6f 6e 6e 65 63 74 69 6f 6e 3a  0.8..Con nection:
20 6b 65 65 70 2d 61 6c 69 76 65 0d 0a 43 6f 6f  keep-al ive..Coo
6b 69 65 3a 20 5f 67 61 3d 47 41 31 2e 32 2e 39 kie: _ga =GA1.2.9
38 35 30 30 34 38 38 36 2e 31 34 34 37 32 37 36 85004886 .1447276
39 32 32 3b 20 5f 67 61 74 3d 31 3b 20 5f 79 6d 922; _ga t=1; _ym
5f 75 69 64 3d 31 34 37 30 30 34 37 38 30 34 36 _uid=147 00478046
38 35 30 38 39 31 32 30 d @a 55 73 65 72 2d 41 85089120 ..User-A

7. Wi-Fi: en0: <live capture in progress> Packets: 11774 - Displayed: 11774 (100.0%) __ Profile: Default

On the packet details, you will find a user agent part. Write your current user agent
information
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